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Businesses are increasingly relying upon Microsoft Exchange to perform 
business critical messaging and day to day tasks. Because of this reliance, it 
is becoming necessary for the corporate messaging infrastructure to be 
available all the time, with minimal or zero visible disruption.  
Traditionally only larger enterprises have been able to justify high availabil-
ity solutions, as they required high end custom hardware or proprietary op-
erating systems, or a mixture of both. Our solution is able to escape from 
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Messaging has become the critical business application. This white paper 
describes how to use LifeKeeper to provide high availability protection and 
Disaster Recovery for Microsoft Exchange environments.  

All solutions mentioned in this white paper are available today from Open 
Minds High Availability Solutions. 

Introduction 

Abstract 

Disaster Recovery and High Availability Solutions for  
Microsoft Exchange using SteelEye LifeKeeper 
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High Availability is the ability for a service to recover from failure, 
whether this is hardware or software related, in order to provide con-
tinuous service to the user. High Availability systems often allow for a 
small window of downtime. After a failure has been detected, the host 
locally recovers from the failure, or a fail over takes place to another 
server. The window of downtime can vary from a few seconds to min-
utes, depending upon the application and failure. In the case of Ex-
change servers, recovery time, depending on the number of users, can 
be as low as 1 minute.  

Disaster recovery is the ability of a server or service to recover from a 
failure where the servers are located across 2 separate sites. This dis-
tance is used to protect critical servers against site disasters.  

Both high availability and disaster recovery are a part of the SteelEye Life-
Keeper solution. As failover can take place on a local or remote server. 
There is also a combined 3-node solution that incorporates a local and a re-
mote failover.  

The LifeKeeper Microsoft Exchange Protection Suite for Windows recovers 
MS Exchange services from hardware or software failure. After a failure has 
been detected, the Exchange services are recovered on a backup server. The 
backup server can be located on the same LAN as the active Exchange 
server, or on a WAN to provide disaster recovery. There is a small window 
of downtime while the software establishes the failure of the active server to 
provide the service, and recovers it on the second server.  

It can work equally well with and without shared storage. Features of 
SteelEye's implementation for an Exchange Fault Resilient solution include.  

 

LifeKeeper works on all versions of Windows, there is no requirement  
for the high end, Enterprise or Data Centre versions of Windows. 

 

LifeKeeper works on all versions of Exchange including Exchange  
5.5, Exchange 2000 and Exchange 2003, it does not require Exchange  
Enterprise Edition. 

 

LifeKeeper does not required shared storage (e.g. SAN, Shared SCSI  
or a NAS) 

 

LifeKeeper provides for a disaster recovery solution, giving ultimate  
protection to important data. 

 

LifeKeeper lets you run applications other than Exchange on the   
protected server and gives the ability to support any application   
running on that server. For a smaller business, this allows for existing  
servers to be utilized. 

Introduction continued 

High Availability and 
Disaster Recovery for 
Exchange 

both of these constraints, and allows for any IBM PC compatible hardware 
to be used, along with the Microsoft Windows family of operating systems 
(specifically NT, 2000, 2003). It works on MS Exchange 5.5, Exchange 
2000 and Exchange 2003. 
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Exchange Services Monitored 
Not only does LifeKeeper perform a failover in case of a catastrophic hard-
ware failure, but it can also easily monitor optional exchange server ser-
vices. LifeKeeper increases the uptime of the Exchange Server by constantly 
monitoring key Exchange Server Components :  

Message Transfer Agent (MTA) 
System Attendant 
Directory and Information Store 
World Wide Web Publishing Service 
SMTP 
Information Store and 
Routing Engine  

The periodic monitoring of the services is called the QuickCheck and 
DeepCheck . QuickCheck's are generally simple tests to ensure that the 

service is running, while DeepCheck's provide a more rigorous test that vali-
dates the functionality of the services. Should either test fail, then Life-
Keeper will attempt to restart the service. Should this restart fail, or the ser-
vice fails again, fail over to another system will take place. The interval at 
which the services are checked by either approach can be customised.  

No Need for 24/7 Staffing of IT Departments 
Reduced downtime and enhanced data protection result in lower staffing 
costs. In the event of a failure, there is no urgent rush for an administrator to 
repair the service, as the backup node will have taken over. This helps maxi-
mize the investment in Exchange.  

No Need for downtime during upgrades and maintenance 
As well as being useful in preventing system disasters, LifeKeeper can also 
be used to assist system upgrades or for installing new hardware and/or ap-
plications.  This is possible as the service can be manually switched over 
from one node to another at will, allowing the inactive node to be upgraded/
repaired. The administrator can then check that the newly upgraded node 
works, and if not switch back to using the other system. This reduces the 
need to schedule downtime for common maintenance tasks and upgrades, 
helping to enhance the availability and reliability of the service as a whole. 

Protection for the  
Exchange Environment 

 
LifeKeeper returns the failed server back into the cluster seamlessly  
by re-synchronising data and making the failed server the backup  
server. 
LifeKeeper modifies Exchange server information for all domain users 
in the Active Directory (applicable for Exchange 2000/2003)  

LifeKeeper protects, not just from hardware failure but also the Exchange 
services. Therefore, hardware resilience and software resilience is achieved 
via the LifeKeeper Exchange solution. The solution has been deployed 
worldwide and in the UK we have customers running the Exchange 5.5, 
2000 and Exchange 2003 solution.   

High Availability and 
Disaster Recovery for 
Exchange Continued 
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The Exchange Server Application Recovery Kit (ARK) provides for the in-
stallation and operation of an Exchange Server in either a shared storage en-
vironment or one using data replication.  Clients connect to the computer 
name through Active Directory. The recovery kit for Exchange manipulates 
the Active Directory, allowing clients to be unaware of a failover  there is 
no need for reconfiguration.   

The main configuration issue is what sort of storage is to be used (e.g. SAN, 
NAS, SCSI, Internal disk etc) and then is the cluster going to be spanning a 
wide distance to provide a disaster recovery solution.  

If some form of shared storage is used, then it is not necessary to use the 
data replication software. The advantage of this is that there is no need to do 
a resynchronization between disks after a fail over, however shared storage 
is often more expensive and difficult to use in a disaster recovery solution as 
there is often a limit on the distance it can span.  

Without shared storage, data replication software is used. This software mir-
rors at the block level on one disk (the source) to another (the target). At any 
one time while the mirror is in operation, only one side of the mirror is ac-
cessible  this prevents corruption of the data. Because the replication is oc-
curring below the file system level, it is not affected by open or locked files.  
The use of data replication software, which runs over TCP/IP, allows for a 
true disaster recovery solution, where the distance between nodes is limited 
to the budget for bandwidth.  

Active/Standby Configuration. Microsoft Exchange Server itself is designed 
so that a given computer can run only one instance, and the name of the Ex-
change Server is fixed and cannot be changed. This limits configuration op-
tions to active/standby for Exchange servers. However, an Exchange server 
can be a part of an active/active and N+1 environment with other application 
servers.  

Exchange Server Installation. This is relatively straight forward and auto-
matic. The installation details and instructions are detailed in the MS Ex-
change Server Recovery Kit Administration Guide which is on the Life-
Keeper Documentation CD. 

Configuration  
Considerations 
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For a two node cluster in an active/
standby configuration. Initially the 
active server is on the left (Primary 
Exchange). There is a heartbeat be-
tween the two servers, and data rep-
lication taking place between an 
internal volume on the primary 
server and another internal volume 
located in the secondary server.  
While replication is taking place, 
only the source machine has access 
to the data to prevent data corrup-
tion.               

In the event that a failure occurs, on 
the primary exchange server, that is 
not recoverable locally, then this 
will occur :  

Because the server on the left is no 
longer accessible, no form of repli-
cation is currently taking place. Ex-
change will come into service on 
the secondary server (on the right), 
hence it now has access to the local 
storage. The heartbeat channel is 
flat  i.e. there is no heartbeat oc-
curring as one system is out of ser-
vice.  

On failover, the Active Directory is 
manipulated so that the Exchange 
Server is fully recovered.   

Active/Standby 
Configuration using 
Data Replication 


