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Clustering as a technology has been available in one form or an-
other for probably the last 15-20 years, but the explosive growth of
computing in every day life it has recently seen it's usage flourish.
This paper gives an overview of High Availability Clustering for
Linux and contains a technical overview of SteelEye Technology
Inc's LifeKeeper for Windows and discusses hardware and software
configurations and general clustering technology.

Abstract

Readers are expected to be from the IT field, and have a general

Audience understanding of computing environments.

This document aims to give you, the reader, an overview of High
Availability Clustering for Linux covering some of the issues and
concepts involved.

Introduction

Clustering as a technology has been available in one form or an-
other for probably the last 15-20 years, but the explosive growth of
computing in every day life it has recently seen it's usage flourish.
There are two basic forms of clustering - either the processing
power of multiple computers is harnessed together (High Perform-
ance Clustering), or to provide redundancy and fault resilience
(High Availability Clustering). For the purpose of this paper we are
only concerned with High Availability Clustering.
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Introduction

continued

High Availability clustering aims to increase the availability of IT
applications by reducing the impact of hardware and software
faults - for instance if one server crashes, a backup server will take
over from it and, ideally, end users will not notice any interruption
in service.

High Availability (HA) clustering is typically used in circumstances
where down time is costly - the main costs often being lost revenue
or lost productivity from staff, or both.

High Availability clustering is a mature and well understood tech-
nology, although previously only available in the realm of commer-
cial high end Unixes, it has in the last few years become feasible
and beneficial for mid-market PC based systems running commodity
operating systems (for example Linux).

Applications with a high business value are the best candidates for
clustering as the cost of the clustering technology (hardware, soft-
ware, administration etc) can be offset easily by the avoidance of
downtime in the future - for example email servers, file servers,
database servers and web servers.

To give some examples of where HA clustering is useful :

a) An e-commerce website would want to ensure that their site is
available and fully working to the worldwide audience all the time.
There may be a corporate requirement for 99.99+% uptime, which
includes maintenance periods etc.

b) A factory has it's production line managed by a PC server. Ini-
tially downtime wasn't a major problem, but as production has
ramped up, downtime of even a few minutes can cost thousands in
lost revenue.

c) Organisations may offer IT services to others. Use of a High Avail-
ability solution would allow them to offer a guaranteed service
level agreement (SLA) - this would be most relevant for instance
web hosting, data processing and application service provision.

With the growth of computing by the general public and business,
demand for computing resources has risen. This is also coupled
with the expectation that the resource will be available when the
end user attempts to access it — day or night.
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Lifekeeper for

Linux — Overview

Lifekeeper

History

produced by SteelEye Technology Inc. ¢http://www.steeleye.con)
that facilitates High Availability clustering by actively monitoring
the underlying operating system (IP/Disk/System responsiveness)
and applications (processes, response times etc).

In the event of a failure occurring LifeKeeper can either attempt to
recover the resource locally (for example restarting a process) or it
can move the resources across to another node within a cluster.
LifeKeeper nodes also monitor each other, so in the event of a node
failure, recovery of all applications on failed node can be under-
taken.

LifeKeeper was originally designed and developed by AT&T Bell
Labs to ensure high availability of their worldwide voice network
system running on Unix-based Star Servers (~1990). The need to en-
sure the highest levels of availability for such a mission-critical sys-
tem required a design focused on reliability, performance and effi-
ciency, which are still core values of the LifeKeeper product today.

After AT&T divested the LifeKeeper division to NCR, SteelEye ac-
quired the technology and brought on board the original develop-
ment and QA teams, who today form the core of the Technology
and Services resources. This depth of knowledge and expertise in
high availability systems, storage management and resource moni-
toring is what differentiates SteelEye and its solutions.

LifeKeeper has over 10,000 licenses, and is one of the worlds lead-
ing technologies for High Availability Clustering.

LifeKeeper for Linuxis currently supported on Asianux 1.0 and 2.0,
Novell SUSE SLESS, SLES9, SLES 10 and Red Hat RHEL3 and RHELA4.
Standard versions of Sendmail, MySQL, and Oracle are also sup-
ported. There is no requirement for you to purchase and deploy
higher end versions of either the OS or applications. Development
efforts are ongoing to support new hardware and operating system
releases as required.

This wide range of operating system support ensure customers are

not locked in to any one operating system, and have the flexibility
to upgrade when required.
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Lifekeeper

Core Software

Application Recovery
Kit Software (ARKS)

The LifeKeeper Core Software consists of the following compo-
nents:

LifeKeeper Configuration Database (LCD)

The LCD stores information about the LifeKeeper-protected re-
sources. This includes information on resource instances, depend-
encies, shared equivalencies, recovery direction, and LifeKeeper
operational flags. The data is cached in shared memory and stored
in files so that the data can be remembered over system boots.

LifeKeeper Configuration Database Interface (LCDI)

The LCDI software queries the configuration database (LCD) to sat-
isfy requests for data or modifications to data stored in the LCD.
The LCDI may also be used by the Application Recovery Kit to ob-
tain resource state or description information.

LifeKeeper Communications Manager (LCM)

The LCM is used to determine the status of servers in the cluster
and for LifeKeeper inter-process communication (local and re-
mote). Loss of LCM communication across all communication paths
on a server in the cluster indicates the server has failed.

LifeKeeper Alarm Interface

The LifeKeeper Alarm Interface provides the infrastructure for trig-
gering an event. The sendevent program ($LKROOT/bin/sendevent)
is called by application daemons when a failure is detected in a
LifeKeeper-protected resource. The sendevent program communi-
cates with the LCD to determine if recovery scripts are available. If
so, sendevent calls the is_recoverable and recover programs
which then call the appropriate recovery scripts for the resource.

LifeKeeper Recovery Action and Control Interface (LRACI)

The LRACI software determines the appropriate recovery script to
execute for a resource. The shell version of this program is
$LKROOT/bin/perform_action. The LRACI software invokes the ap-
propriate restore / remove scripts for the resource.

One of the key advantages of SteelEye's LifeKeeper® architecture is
that neither system kernels or target applications need to be
changed in order to provide application and data protection.

Instead of requiring changes to users' compute environments, Life-
Keeper's Application Recovery Kits (ARKS) are used as an efficient
and flexible mechanism to integrate LifeKeeper with the Operating
System and Applications. The ARKS provide monitoring, recovery,
start up and shutdown operations for the application or resource
concerned.
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Application Recovery
Kit Software (ARKS)

continued

The core LifeKeeper product includes volume, file system, IP and
the Generic Recovery Kit. Specific, supported, recovery kits are
purchased as an additional extra. The Customisation Kit allows the
user to create their own recovery kits, which can be tailored for
any application.

Each Recovery Kit defines specific resource types associated with
an application type that can be placed under LifeKeeper protec-

tion. Resource types are defined with corresponding software for
the following:

Resource Monitoring
This software monitors resource instances and notifies LifeKeeper
when a failure occurs.

Recovery Direction / Action

This software provides the information needed to direct the recov-
ery of a resource instance. This includes a description of the re-
source dependencies so that LifeKeeper will know how recovery
should be directed in case of failure and the basic actions that re-
source recovery may require.

Supported ARKs are available for the following Linux
applications:

. Oracle . Sendmail

. My SQL . WebCT

. PostgreSQL . Blackboard

. Sybase . Linux Print Services

. DB2 Universal Database . Logical Volume Manager
. PostGres . Rational Clearcase

. Informix . Websphere MQ

. Apache . Software RAID

. NFS o LAMP

. Samba . VMware ESX Server Virtual
. SAP Machine

There are some applications which LifeKeeper cannot support -
generally this is due to Operating System constraints (for instance
Real Time applications). It is also difficult to support applications
which are bound to a particular server (whether by hardware or
some other means e.g. Hostname).
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Bespoke Applications

Generic Recovery Kit

A number of template recovery kits are included within LifeKeeper
for Linux, such as the Application with File System Recovery Kit or
Application with Disk Partition Recovery Kit. These recovery Kits
allow protection of a generic or "customer-defined" application that
has a dependency on a file system or disk partition, but no associ-
ated recovery kit to define the resource. These kits allow a user to
define recovery scripts that are customised for a specific applica-
tion.

Recovery templates are used when a simple recovery is required
that simply starts and stops an application.

Customisation Kit

The LifeKeeper Customisation Kit provides a user-friendly way to
develop integration between LifeKeeper core and any other appli-
cation, enabling users or SteelEye partners to write their own cus-
tom recovery kits. Usually a custom recovery kit leverages as many
of the existing LifeKeeper resource instances as it can.

The Customisation Kit is used when the application recovery is de-
pendent on other resources and a specific behaviour is required to
manage the recovery process.

For example, the Apache Web Server Recovery Kit supplies its own
webserver/apache resource instance, but its job is merely to start
and stop the web server. It creates dependencies of the LifeKeeper
supplied comm/ip and gen/filesys resources to protect the IP ad-
dresses and file systems it needs to function correctly.

Components of an ARK

Each resource instance consists of two separate components: an ac-
tion component (for recovery and monitoring) and an administra-
tion component (for creation, extension, and removal). The action
component performs start, stop, and monitoring operations for the
application associated with a resource instance. The administration
component is usually attached to a top-level resource instance and
performs administration operation, such as creating the entire re-
source hierarchy, including the associated dependencies. The ad-
ministration component also includes a GUI interface, which de-
fines how the LifeKeeper Java-based GUI should collect input pa-
rameters for the administration components.
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Bespoke Applications
continued

Clustering
Technology — What
Clustering achieves

How Clustering works

Cluster

Configurations — N+1

component is usually attached to a top-level resource instance and
performs administration operation, such as creating the entire re-
source hierarchy, including the associated dependencies. The ad-
ministration component also includes a GUI interface, which defines
how the LifeKeeper Java-based GUI should collect input parameters
for the administration components.

Clustering allows for high availability of an application/service to be
achieved - in that in the event of a failure (e.g. Hard disk dies /
Computer crashes etc) the service can be removed from service and
put into service on another computer. This means that tolerance to
failure is built into the system, hopefully resulting in no loss of avail-
ability of the service. The effect of this is that the service is always
available to the end users and the value the service provides is maxi-
mised.

A cluster contains numerous (>1) computer nodes. Some nodes may
be active (running a service), and some may be in a standby state
where they can take over a service from a failed node. Other nodes
may be both active, and acting as a standby for another server, this
leads to there being three main configurations for a HA cluster -
namely Active/Active, Active/Standby and N+1. These configurations
are discussed in greater detail below.

H I [backup] INEEEE

It is possible for a cluster ﬂ
to be of N+1 size, where ‘
N nodes are active, and 1 u

node is used for a backup — - = —
in the event of any (or | | | |

all) of the N nodes failing.
This configuration can re-

duce hardware costs, 17 ..
while giving redundancy. —
An example with the n
Apache web server is
shown. —

]

In the event of the server hosting “Web Ste 1” failing, in any par-
ticular way (e.g. Network, disk, software or power failure), “Apache
Backup Server” can take over hosting of the website. Should another
server also fail, then “Apache Backup Server” can also take over as
well.
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Active/Standby

Active/Active

Disaster Recovery
Solution

This configuration dedicates a
backup server to standby in
case the primary node fails. T

Active/Standby ensures that ‘ /—\ ‘
performance does not suffer in

the event of a failure on the
primary node, but has the dis-
advantage of requiring a clone
of all hardware to act as
backup. Costs can be reduced
by having a less powerful (and
therefore less expensive) com-
puter acting as backup if neces-
sary.

Often our customers will use the introduction of LifeKeeper as a
means to improve system responsiveness by upgrading the existing
solution's hardware, and to use the old hardware as the backup
node.

If we were to always have one

active computer, and one (or

more) computers waiting in hot

backup, there would be a sig-

nificant waste of resources oc-

curring. One method around this ®
is to use an Active/Active con-

figuration where any one server
is capable of running multiple
applications if a failure of an-
other server occurs. There may
be a performance degradation
in the event of a failure, but
this may be deemed to be ac-
ceptable.

The requirement for an off site, real time recovery solution is be-
coming more important with the increasing globalisation and distrib-
uted nature of organisations. Insurance policies are now requiring
remote backups, where there must be a considerable distance be-
tween nodes.

Depending upon the value of the data or service involved, there can
be multiple different recovery strategies - ranging from a from
scratch approach - ordering new hardware/restore from backup, to
something more complex involving semi-automatic or fully auto-
matic fail over. The more basic the restoration plan is the greater
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