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Abstract

Clustering technology has been available in one form or another for the last
15-20 years, however recently its usage has increased exponentially due to
the number of businesses that rely heavily on their computer systems in
order to remain productive. Consider what would happen to your business
if you walked over to your server right now and pulled the power cable out
of the back. How much money would you loose, would your business even
survive? Clustering can help by including one or more hot back-ups in
your network configuration.

This paper gives an overview of High Availability Clustering for Microsoft
Windows and contains a technical overview of SteelEye Technology Inc's
LifeKeeper for Windows, which monitors both hardware and software and
can carry out automated or manual switch over, with the aim of reducing
server downtime.  This document also discusses various network
configurations which LifeK eeper can support.
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Introduction

High Availability clustering aims to increase the
availability of IT applications by reducing the
impact of hardware and software faults — for
instance if one server crashes, a backup server will
take over from it and, ideally, end users will not
notice any interruption in service.

High Availability (HA) clustering is typically used
in circumstances where down time is costly — the
main costs often being lost revenue or lost
productivity from staff, or both.

High Availability clustering is a mature and well
understood technology, although initially available
in the realm of commercia high end Unixes, it has
for some time now been affordable for mid-market
PC based systems running commaodity operating
systems (for example Microsoft's Windows).

Applications with a high business value are the best
candidates for clustering as the cost of the clustering
technology (hardware, software, administration etc)
can be offset easily by the avoidance of downtime
in the future - for example email servers, file
servers, database servers and web servers.

backup server. This means that tolerance to failure
is built into the system, resulting in minimum loss
of availahility of the service.

The effect of this is that the service is always
available to the end users and the value the service
provides is maximised.

Cluster configurations

A cluster contains numerous (>1) computer nodes.
Some nodes may be active (running a service), and
some may be in a standby state where they can take
over a service from afailed node. Other nodes may
be both active, and acting as a standby for another
server, this leads to there being three main
configurations for a HA cluster - namely
Active/Standby, Active/Active and N+1. These
configurations are discussed in greater detail below.

Active/Standby
Hot Standby Server

To Client Metwork

T

To give some examples of where HA clustering is
useful:

a) An e-commerce website would want to ensure
that their site is available and fully working to the
worldwide audience all the time. There may be a
corporate requirement for 99.99+% uptime, which
includes maintenance periods etc.

Primary
Server

b) A factory has its production line managed by a
PC server. Initialy downtime wasn't a major
problem, but as production has ramped up,
downtime of even a few minutes can cost
thousands in lost revenue.

This configuration dedicates a backup server to
standby in case the primary node fails.

¢) Organisations may offer IT services to others.
Use of a High Availability solution would allow
them to offer a guaranteed service level agreement
(SLA) — this would be most relevant for instance
web hosting, data processing and application
service provision.

Active/Standby ensures that performance does not
suffer in the event of a failure on the primary node,
but has the disadvantage of requiring similar
hardware to act as a backup server. Costs can be
reduced by having a less powerful (and therefore
less expensive) server acting as backup if necessary
for example ayou may choose to use a server which

With the growth of computing by the general public has been made redundant through upgrade

and business, demand for computing resources has
risen. This is also coupled with the expectation that
the resource will be available when the end user
attempts to access it — day or night.

Configurations and
Architectures

In the event of a failure (e.g. Hard disk dies /
application failure etc) the service can be moved
from the active server and put into service on a

Often our customers will use the introduction of
LifeKeeper as a means to improve system
responsiveness by upgrading the existing solution's
hardware, and to use the old hardware as the backup
node.
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Active/Active
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