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Abstract

Clustering technology has been available in one form or another for the last
15-20 years, however recently its usage has increased exponentially due to
the number of businesses that rely heavily on their computer systems in
order to remain productive. Consider what would happen to your business
if you walked over to your server right now and pulled the power cable out
of the back. How much money would you loose, would your business even
survive? Clustering can help by including one or more hot back-ups in
your network configuration.

This paper gives an overview of High Availability Clustering for Microsoft
Windows and contains a technical overview of SteelEye Technology Inc's
LifeKeeper for Windows, which monitors both hardware and software and
can carry out automated or manual switch over, with the aim of reducing
server downtime.  This document also discusses various network
configurations which LifeK eeper can support.
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Introduction

High Availability clustering aims to increase the
availability of IT applications by reducing the
impact of hardware and software faults — for
instance if one server crashes, a backup server will
take over from it and, ideally, end users will not
notice any interruption in service.

High Availability (HA) clustering is typically used
in circumstances where down time is costly — the
main costs often being lost revenue or lost
productivity from staff, or both.

High Availability clustering is a mature and well
understood technology, although initially available
in the realm of commercia high end Unixes, it has
for some time now been affordable for mid-market
PC based systems running commaodity operating
systems (for example Microsoft's Windows).

Applications with a high business value are the best
candidates for clustering as the cost of the clustering
technology (hardware, software, administration etc)
can be offset easily by the avoidance of downtime
in the future - for example email servers, file
servers, database servers and web servers.

backup server. This means that tolerance to failure
is built into the system, resulting in minimum loss
of availahility of the service.

The effect of this is that the service is always
available to the end users and the value the service
provides is maximised.

Cluster configurations

A cluster contains numerous (>1) computer nodes.
Some nodes may be active (running a service), and
some may be in a standby state where they can take
over a service from afailed node. Other nodes may
be both active, and acting as a standby for another
server, this leads to there being three main
configurations for a HA cluster - namely
Active/Standby, Active/Active and N+1. These
configurations are discussed in greater detail below.

Active/Standby
Hot Standby Server

To Client Metwork

T

To give some examples of where HA clustering is
useful:

a) An e-commerce website would want to ensure
that their site is available and fully working to the
worldwide audience all the time. There may be a
corporate requirement for 99.99+% uptime, which
includes maintenance periods etc.

Primary
Server

b) A factory has its production line managed by a
PC server. Initialy downtime wasn't a major
problem, but as production has ramped up,
downtime of even a few minutes can cost
thousands in lost revenue.

This configuration dedicates a backup server to
standby in case the primary node fails.

¢) Organisations may offer IT services to others.
Use of a High Availability solution would allow
them to offer a guaranteed service level agreement
(SLA) — this would be most relevant for instance
web hosting, data processing and application
service provision.

Active/Standby ensures that performance does not
suffer in the event of a failure on the primary node,
but has the disadvantage of requiring similar
hardware to act as a backup server. Costs can be
reduced by having a less powerful (and therefore
less expensive) server acting as backup if necessary
for example ayou may choose to use a server which

With the growth of computing by the general public has been made redundant through upgrade

and business, demand for computing resources has
risen. This is also coupled with the expectation that
the resource will be available when the end user
attempts to access it — day or night.

Configurations and
Architectures

In the event of a failure (e.g. Hard disk dies /
application failure etc) the service can be moved
from the active server and put into service on a

Often our customers will use the introduction of
LifeKeeper as a means to improve system
responsiveness by upgrading the existing solution's
hardware, and to use the old hardware as the backup
node.

High Availability for MS Windows Open Minds — White Paper



Active/Active

Failover in an active/active environment

Primary Server — Apache
Standby Server — Bespoke App

|

Standby Server — Apache
Primary Server — Bespoke App

If we were to always have one active computer, and
one (or more) computers waiting in hot backup,
there would be a significant waste of resources
occurring. One method around this is to use an
Active/Active configuration where any one server is
capable of running multiple applications if a failure
of another server occurs. There may be performance
degradation in the event of afailure, but this may be
deemed to be acceptable.

N+1

N (active) + 1 (backup) Failover

WebTits 2

Website 3

WebTiis 1 :

Shared Data

Apache Backup
for websites

WehTite 4

It is possible for a cluster to be of N+1 size, where
N nodes are active, and 1 node is used for a backup
in the event of any (or al) of the N nodes failing.
This configuration can reduce hardware costs, while
giving redundancy. An example with the Apache
web server is shown.

In the event of the server hosting “Web Site 17
failing, in any particular way (e.g. Network, disk,
software or power failure), “Apache Backup
Server” can take over hosting of the website. Should
another server also fail, then “Apache Backup
Server” can also take over aswell.

Disaster Recovery

The requirement for an off site, real time recovery
solution is becoming more important with the
increasing globalisation and distributed nature of
organisations. Insurance policies are now requiring
remote backups, where there must be a considerable
distance between nodes.
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Depending upon the value of the data or service
involved, there can be multiple different recovery
strategies — ranging from a from scratch approach -
ordering new hardware/restore from backup, to
something more complex involving semi-automatic
or fully automatic fail over. The more basic the
restoration plan is the greater time will be required
for it to complete, and the greater loss will be
incurred to the business — conversely the more
complex the plan the greater resource requirements
there will be (e.g. Rea time mirroring requires a
point to point link between the two sites, and extra
hardware).

Having an off site backup isn't enough to ensure
continuation of operations in the event of a site
disaster — there may be considerable data loss
between the last scheduled backup, and there is a
requirement for operator intervention to bring the
service back up and running.

LifeKeeper based solutions provide for automatic
(or semi-automatic) fail over, with rea time
replication of data between primary/standby servers.
The combination of these allow for a near seamless
migration of the application, ensuring that your
business keeps running.

When considering Disaster Recovery solutions, it is
often most affordable and practical for at least one
of the server nodes to be located near the largest
body of clients — therefore usually one server will
remain in a company office, and the new additional
one will either be located in a remote office, or
alternatively in aremote hosting company.

SteelEye's data replication software is able to
replicate data between two nodes, or in a one to
many replication configuration. It is also possible to
pause the mirror at the remote end, take a backup
copy of the data, and then resume the mirror —
providing flexibility and total data security.

In order for there to be an off site recovery solution,
there needs to be some sort of virtual LAN between
the protected servers, so network routing can still
take place in the event of one server faling. One
way of doing this is to use a Virtual Private
Network (VPN).

By their nature, there is a higher risk of there being
a split brain when using a geographical disparate
configuration, as it is normally not feasible to have
numerous redundant links between nodes. To
counter this, it may be necessary to disable remote
fail over without human intervention in case thereis
network disruption between sites.

A typical disaster recovery solution might look
similar to image shown below, where there are three
servers. Two situated locally (Server A and Server
B) for local availability. The data held locally is also
replicated to an off site server (Server C). All three
servers are capable of running the application.
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The above diagram shows the replication of data
from server A to the internal disk in server B and to
the remote server C.

If server A fails, then a loca fail over of the
application (Oracle) will occur, to Server B. The
data stored locally will be synchronised between
server B and the off site storage on server C, as
shown below.

The replication software is intelligent enough to
realise that a full resynchronisation (from scratch)
of the mirror is not required after alocal fail over.

: ; Standby Oracl
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If there is a site failure and both Server A and
Server B fail, then Server C will detect this and run
the application, as shown below. This is obviously
the worst case scenario, and should only occur when
either the local site is undergoing maintenance, or
some sort of site disaster occurs.
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For this reason, as mentioned above, it is often
desirable to require an operators go ahead before
undertaking an off site recovery, something
LifeKeeper does allow for.

Virtual Servers

The use of virtual servers to host business critical
applications is growing rapidly as IT organizations
experience the significant cost savings and
optimised resource utilisation through server
consolidation. It is not well understood, however,
that the use of virtualization technologies can
decrease the availability of applications and the
services which they host. The need for integrating
an automated high availability clustering solution to
monitor and protect virtua servers becomes evident
when the increased risk of failureis understood.

The potential for application failure isincreased due
to two factors. First, virtualization increases the
scope of failures as more applications and services
are placed onto a single physical machine. If this
consolidated server should suffer an outage,
multiple applications and business services will be
unavailable.  Second, the primary causes of
application outage are software related; the more
complex the software stack being used by an
application, the higher the risk of failure. The
deployment of a virtualization layer increases
software stack complexity and increases the risk of
your applications suffering from outages.

Ensuring high availability and disaster recovery for
you virtual machines is therefore just as, if not
more, vital to achieve business continuity.

All of the solutions mentioned in this white paper
are available in a virtual environment. Application
recovery is configurable in environments which are:

- Virtual to virtua

- Physica tovirtua

- Virtual to physical
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For more information please visit:

us directly.

Storage Considerations

In order for an application to move from one node
to another, without loosing data, it is necessary to
make the underlying data available on al nodes in
the cluster. There are a number of ways of doing
this, depending upon whether it is acceptable to
suffer from limited data loss or not.

Shared Storage

This is the most frequent configuration, where a
number of nodes al have access to a (normally
SCSI) disk array or SAN. This provides for the
greatest flexibility in cluster size, however it
normally places restrictions on the distance between
nodes. It is aso generaly the most expensive
solution, but can offer the greatest features and
reliability (eg. RAID 5 offers mirroring and
performance).

Data Replication

Data replication is a software based solution which
is capable of maintaining data synchronisation
between two nodes over an Ethernet link. Generaly,
replication is a one way process, where the standby
node is the target of the mirror and the data is
inaccessible. The mirror source is accessible, and
changes to the source are mirrored to the target
server when they occur. It is now also possible to
achieve one to many data replication within a
cluster.

As data replication can take place over a
LAN/WAN it has the advantage that the servers can
be in different geographical locations, making it an
ideal solution for disaster recovery. It can aso be
used as a replacement for shared storage, as it is
often cheaper, and requires less hardware. Data
replication alows for generic white box PC's to be
used instead of the more expensive servers.

With data replication, reads of the data will be
undertaken locally, while writes will occur on both
nodes. There are two general forms of data
replication that LifeKeeper provides, Synchronous
and Asynchronous mirroring.

Synchronous Replication

Synchronous Replication writes data to the local
server, then to the remote server, and once this is
done it finishes the write and returns to the
application — because it is writing data twice and
one of the writes is over a network connection a
high bandwidth, low latency link is ideally required
between servers, otherwise performance will suffer.

Asynchronous Replication

Asynchronous Replication this is similar to the
synchronous replication above, but the local system
does not need to wait for the remote system to write
data to acknowledge receipt of data before returning
to the client return. This provides greater
performance benefits, alowing the local system to
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send batches of writes. It also provides the ability
for the mirror to be broken at quiet times so
alowing for atraditional style backup to take place
on the standby server, and then resumed without
having to undertake afull resynchronisation.

Asynchronous replication by its nature brings with
it a greater risk of data loss if the primary node
crashes midway through a write, and customers
need to determine whether they want the reliability

of synchronous replication or the speed of
asynchronous replication.
Generaly Asynchronous replication is

recommended for remote site replication, where
traffic will be going over a higher latency / lower
speed link (WAN).

Bandwidth

Bandwidth Considerations

Bandwidth requirements for data replication is a
frequently asked question. To answer this, some
idea of the volume and quantity of writes to a disk
needs to be known, along with the type of mirroring
to be used, and if there are any performance
requirements or limits to how much data can be
potentially lost.

If using Asynchronous mirroring, then greater
performance will be observed for clients using the
active server, however over a dow link (or on a
busy server) the write queue can end up holding a
relatively large amount of data. The write queue
length is tenable, however the larger it is the greater
scope there is for dataloss.

Because data replication needs to copy data to a
remote location, it ideally requires a high
bandwidth, low latency link between nodes. If it is
being used as a replacement for shared storage, and
both nodes are in close proximity, fast Ethernet or
gigabit Ethernet is normally adequate.

LifeKeeper Overview

LifeKeeper for Windows is a High Availability
clustering application produced by SteelEye

facilitates High Availability clustering by actively
monitoring the underlying operating system
(IP/Disk/System responsiveness) and applications
(processes, response times etc).

In the event of a failure occurring LifeKeeper can
either attempt to recover the resource locally (for
example restarting a process) or it can move the
resources across to another node within a cluster.
LifeKeeper nodes also monitor each other, so in the
event of a node failure, recovery of all applications
on failed node can be undertaken.

LifeKeeper History

LifeKeeper was originally designed and devel oped
by AT&T Bell Labs to ensure high availability of
their worldwide voice network system running on
Unix-based Star Servers (~1990). The need to
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ensure the highest levels of availability for such a
mission-critical system required a design focused on
reliability, performance and efficiency, which are
till core values of the LifeK eeper product today.

After AT&T divested the LifeKeeper division to
NCR, SteelEye acquired the technology and brought
on board the original development and QA teams,
who today form the core of the Technology and
Services resources. This depth of knowledge and
expertise in high availability systems, storage
management and resource monitoring is what
differentiastes SteelEye and its  solutions.
LifeKeeper has over 10,000 licenses, and is one of
the worlds leading technologies for High
Availability Clustering.

LifeKeeper for Windows is currently supported on
Windows 2000 and Windows 2003 Professional,
Standard Server, Advanced Server and Data Centre
Server editions. Standard versions of Microsoft
Exchange, SQL Server, and |1S are also supported.
There is no requirement for you to purchase and
deploy higher end versions of either the OS or
applications. Development efforts are ongoing to
support new hardware and operating system releases
as required.

This wide range of operating system support
ensures customers are not locked in to any one
operating system, and have the flexibility to upgrade
when required.

LifeKeeper software Components
Core Software

The LifeKeeper Core Software is installed on each
server and stores information on al components that
are being monitored and recovered.

The core LifeKeeper product includes Server Name,
volume, IP, DNS and the IS Recovery Kit. If, for
example, protection of Windows File server
required, then the core software is sufficient to be
able to do this. No additional software would be
required.

If however, additional software monitoring and
failover is required, such as Exchange or SQL
Server, then specific, supported, recovery kits are
purchased as an additional extra.

If pre-written recovery kits are not available, then
the Customisation Kit alows the user to create their
own recovery kits, which can be tailored for any
application.

Application Recovery Kit Software (ARKS)

One of the key advantages of SteelEye's
LifeKeeper® architecture is that neither system
kernels nor target applications need to be changed in
order to provide application and data protection.

LifeKeeper's Application Recovery Kits (ARKS)
are used as an efficient and flexible mechanism to
integrate LifeK eeper with the Operating System and
Applications. The ARKS provide monitoring,
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recovery, start up and shutdown operations for the
application or resource concerned.

Supported ARKs are available for the following
Windows applications:
e Exchange
SQL Server
Oracle
DB2 Universal Database
I1S (included in core)
Windows File and Print Server (included
in core)
Mailsweeper
WebCT
Blackboard
VMware ESX Server Virtual Machine
SAP

(For afull list please see

http:/www. openminds.co.uk!lifekeeper/application:

Customised application recovery

For an application that is developed in-house or for
which there isn’t a specific recovery kit, the Open
Minds Customisation kit can be used to provide the
same functionality. All services associated with an
application are monitored and recovered within
LifeKeeper, smply by creating aresource with alist
of those services.

For example, for Veriats backup software, which

has the following active services:
e BackupExecDeviceMediaService
e BackupExecAgentAccelerator
e BackupExecRPCService
e BackupExecJobEngine
e BackupExecAgentBrowser
e BackupExecNamingService

A list of theseiscreated in afileand is passed asa
parameter to the customisation kit. The
customisation kit will then create the resources
within LifeKeeper to monitor and recover these

services.

Our experience has been that we have been able to
protect and recover most applications that we have
come across. There are some applications which
LifeKeeper cannot support — generally thisis due to
Operating System constraints (for instance Real
Time applications). It is also difficult to support
applications which are bound to a particular server
(whether by hardware or some other means eg.
Hostname).
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LifeKeeper Setup and requirements
Hardware

At the simplest level, LifeKeeper clusters can be
built from generic white box PC's with no specia
hardware. However, in order to provide the
maximum availability of the application we need to
enhance the reliability of the system as far as
reasonably possible, so it is worth considering
hardware which has some inbuilt tolerance (EEC
registered memory, multiple power supplies, RAID
based storage) and redundancy (e.g. multiple
network interfaces) or even lends itself to ease of
serviceability (e.g. Hot swap fans, disks, 10
controllers). Most commercia servers have such
features, and can be purchased from companies like
HP, Dell or IBM. LifeKeeper is supported on all
Intel hardware (HP, IBM, Dell and Sun).

When designing / detailing the specification for a
cluster, it is important to ensure that there is no
single point of failure, so multiple paths should be
maintained where ever possible (e.g. Redundant
power supplies, redundant network paths, redundant
I/O paths and so on). Some redundancy can be
carried out automatically within hardware (EEC
Memory), and some can be undertaken through a
combination of software and hardware (MultiPath
1/0, Network interface bonding/teaming).

Intra Cluster Communication paths

Each node of a LifeKeeper cluster should have at
least two communication paths with other nodes -
normally provided by one dedicated Ethernet
connection, and one shared connection which may
be the public LAN connection to the server. A
RS232 serial connection between cluster nodes can
also be used, athough this doesn't scale as well as
switched Ethernet, but is a cheap and ideal solution
for 2 node clusters.

By having redundant paths between servers it is
possible to ensure that there is not a single point of
failurein the cluster.

LifeKeeper communicates between nodes over
these links, helping to ensure that LifeKeeper is
running and that the nodes are alive. In the event of
a node failure, one of the remaining nodes in the
cluster will detect it, and initiate recovery of the
failed applications.

By default LifeKeeper will wait 15 seconds (3 tries
with a5 second gap between) before initiating a fail
over when a host does not respond. This is
configurable to a longer or shorter duration. A
longer duration may be required if the servers are
excessively busy or geographicaly distant. A
shorter duration can be used if the nodes are close to
one another and the risk of false failure detection is
minimal and you wish downtime to be minimised.
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Virtual/Floating IP Addresses

The traditional method of configuring a server is to
use DNS “CNAME” entries to point to the node
where the serviceis running.

This approach is not suitable for High Availability
clustering, because it may take many hours for a
client machine to realise the DNS entries have been
atered. Therefore in HA clustering, we use a
separate |P address for each service, and instead
move the IP address from one node to another as
required. This IP address is associated to the active
node and is moved to the standby node as the
service is moved.

The benefit of moving IP addresses from one node
to another is that clients will often be unaware that a
fail over has occurred (many applications will
silently retry if they loose their connection
momentarily), and if a stateless protocol is being
used (e.g. NFS over UDP) then there is no state lost
if the communication link is broken and then
reformed between client and server.

For connections using the TCP protocol, it may be
necessary for clients to reconnect, but no
reconfiguration is necessary.

When the active and back-up servers are on
different subnets then the DNS recovery kit is used
to update the record in the DNS server.

IP Availability

LifeKeeper monitors network interfaces, and checks
that it is possible to reach each IP address. This
helps ensure that the application is reachable by
clients and working correctly.

The use of “floating” P addresses, or DNS update,
results in end users not having to reconfigure their
client settings, so failovers can take place with
minimal interruption.

LifeKeeper is able to check that a node is on a
connected network segment, and can perform
recovery should one node become disconnected
from the LAN.

Resource Monitoring and recovery

Above all else, we want as few of the end users as
possible to be aware of afail over, and we certainly
don't want them to have to reconfigure their client
applications (e.g. changing host name for their
email client, or typing a different address into a web
browser).

An essential part of this solution is service
virtualisation, which in a nutshell describes the
ability of a service to be run on any node within the
cluster, without the end user being aware of which
node it is running upon. In order for this, it is
necessary for all resources the application depends
upon (it's dependencies) to be available to all nodes
within it's cluster. The resources which need to be
available are usually 1P address(es), storage (data
files), configuration files (for settings) and binary
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program files. Some of these resources may be
shared between nodes on shared storage (e.g. data
files) while others may be installed locally on each
node (e.g. binary files).

This software monitors resource instances and
notifies LifeKeeper when afailure occurs.

Recovery Direction / Action

It provides the information needed to direct the
recovery of a resource instance. This includes a
description of the resource dependencies so that
LifeKeeper will know how recovery should be
directed in case of failure and the basic actions that
resource recovery may require.

Components of an ARK

Each resource instance consists of two separate
components. an action component (for recovery and
monitoring) and an administration component (for
creation, extension, and remova). The action
component performs start, stop, and monitoring
operations for the application associated with a
resource instance. The administration component is
usually attached to a top-level resource instance and
performs administration operation, such as creating
the entire resource hierarchy, including the
associated  dependencies. The  administration
component aso includes a GUI interface, which
defines how the LifeKeeper Java-based GUI should
collect input parameters for the administration
components.

Resource Hierarchies

As mentioned above, in the Server virtualisation
section, LifeKeeper attempts to make available the
same resources on each node within a cluster for an
application, allowing the application to move from
one server to another. Naturally some resources
depend upon others — for instance a SQL server
process requires an |P address, a file system (data
files) and so on. Some of these dependencies may
depend upon others — for instance the IP address
will depend upon there being a valid network, and
the data files will depend ultimately upon a physical
disk being available.

File Edit Wiew Help
U (H Bl <& © X 0> ¢®
Resource Hierarchy Tree ; ,& &
O All Resources Active and D1 o2
L@& MS-SaL 9 1 10
Active StandBy
‘?@ 1821682045 | 9 1 10
Artive StandBy
L % SALVOL.G 9 Bl = 10
Active StandBy
< D ET
The above image shows a Microsoft SQL Server
hierarchy which is under protection by LifeKeeper.
-9_—
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The “MS-SQL” resource represents the SQL Server
process family (there may be multiple processes
protected under a resource — for instance the SQL
server, the SQL Search agent and suchlike all
represented by one resource icon). The MS-SQL
resource depends upon two other resources —
namely an IP address (192.168.20.45) and a volume
(SQLVOL.G). When taking this screen shot D1 was
actively running the SQL server instance (hence
Active on the squares in D1's column) and the
hierarchy was in a protected state (i.e. Fail over to
D2 could occur) denoted by the green discs. D2 is
acting as a standby, and would be the server to take
over from D1 in the event of D1 failing. If D2 failed
the SQL hierarchy would be unaffected, unless D1
alsofailed.

The heartbeat like symbols on the D1 and D2 icons,
illustrate that multiple communication paths exist
between nodes, and are operating correctly.

Resource Checking

Generaly there are two tests undertaken to check
whether an application is running. The first is
commonly called the “QuickCheck” which may
check that a processis running and perhaps listening
on aparticular port.

The other script (which is optional), commonly
referred as the “DeepCheck” script, undertakes a
much more thorough check and is generaly
scheduled to run less often than the QuickCheck
script (because it may take longer to run, and
require more resources). The DegpCheck script may
attempt to execute queries on a database, or request
particular web pages from awebsite.

In the event of a failure of a resource, LifeKeeper
can attempt to undertake a local recovery (if
configured to do so) or it can undertake a fail over
to aremote host. This is configurable when creating
the resource hierarchy.

Due to the relationship between resources in a
hierarchy, if one of the dependent resources fails, so
too will the parent, triggering a fail over of the
entire hierarchy.

Distributed Cluster Meta Data
Storage Model

One of LifeKeeper's strengths is that it does not
require a separate Quorum partition for storage of
cluster meta data, instead the cluster members
synchronise between each other using a light weight
peer to peer protocol. This provides for greater
resilience and flexibility within the cluster as there
are multiple copies of configuration on each node,
no one partition is a single point of failure, and the
nodes do not need to be attached to a physical
volume.

Some other clustering technologies using Quorum
devices do alow for clustering over a WAN with
the quorum synchronised via a form of replication
software, aside from being a single point of failure
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and prone to corruption, it makes the overall
solution more complex than necessary.

LifeKeeper's data storage model removes the
requirement for a separate partition / LUN for intra
node communication. LifeKeeper's storage model
also alows any node that is ableto talk to any other,
to be part of a cluster, hence clustering over a
WAN/LAN is possible, and software based data
replication storage can be used.

Failover
Mechanics of a failover

How does LifeKeeper monitor the cluster to
determine when a fail over to another node is
required?

LifeKeeper monitors the resources in a cluster as
well as the status of the node itself (by comparison
some cluster solutions only monitor the health of the
node itself).

As well as checking the status of resources on a
node, LifeKeeper is also configurable to take action
on deliberate powering down of a node; or when a
node fails. LifeKeeper is also configurable as to
what happens when a node fails (fail over) and what
it does when a node comes back on line (should it
switchback resources to a node?). There are some
cases where fail over is not desired (for instance if
undertaking a disaster recovery solution where an
automated failover may not be desirable) - it is
possible to stop an automatic fail over from taking
place without administrator intervention.

Failover Times / Performance

The time taken for an application to recover
generally depends upon the application itself - in
that some applications may have to roll back
through a transaction log file (in the case of a
database), while others (e.g. Web servers) can start
quite quickly.

The time needed for LifeKeeper to recover a
resource is generaly quite low (at most a few
seconds), most of the time will be spent at the
operating system level bringing resources into
service (e.g. Mounting file systems, checking disk
integrity, setting up IP addresses and performing
disk 1/0 when loading binary application files).

LifeKeeper Management

LifeKeeper can be managed in two ways, either
through the command line (useful for remote
administration over low speed links) or via a
graphical user interface (GUI) which is cross
platform and intuitive to use.

The GUI can be launched from either the command
line or a web browser, making it accessible from
any client as long as the Java Run Time is installed
locally.

The following screen shot shows the GUI where
there is a two node cluster. One node is actively
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running the Apache web browser, while another is
acting as standby.

The left panel shows the resource hierarchy, where
a tree like structure is used to illustrate the
dependencies in the hierarchy.

Each resource in a hierarchy will either contain a
user inputted tag (entered upon hierarchy creation)
(e.g. ip-192.168.20.44-www) or a default tag (e.g.
export/apache). In the hierarchy above the Apache
Webserver resource has two direct dependencies —
an IP address and a file system. The file system in
turn depends upon a block device and a physical
disk.

‘E\Ie Edit Wiew Help

SO0 HIB ¢ o X 0> «e Qn Qg 0[] X1

dl dz

Resource Hierarchy Tree

OAH Resources Active and Protected

% ApacheWebserver

Active StandBy

Active

% export/apache

StandBy

é—% CCIS5 _devicel5437

Active StandBy

L% CCIs5_disk 16163

Active StandBy

L

Active

% ip-132.168.20.44-www StandBy

[

The screen shot aso shows the fail over order,
where a numerical value is assigned to a hierarchy
on a server to determine the order of fail over. By
default the server with a value of “1” will be the
active server, and the fail over nodes will be in
order of increasing numerical value (10 next, then
20 etc). The values are changeable at any time, and
can be changed to ater where applications are
actively running.

In the event of one of the nodes failing suddenly (in
this case D1), the following is can be seen:

| File Edit View Help

SU& N (Bl <8 o X o2 <@ Qo ®e O XA

Resource Hierarchy Tree & [’;

q 4

P One or More Resources Unknown i T
T Arachewebserver ? eewn L@ s 10
b export/apache T e 119 conge 10
J,Lb CCIS5_devicel6437 T erewn 1@ s, 10
Lb ccIss_disk 16163 T ereen M@ ce, 10
2P o192 165 20 aswww A

IO EN

When this screen shot was taken, LifeKeeper was
unable to contact D1 to determine the state of its
resources. After attempting to contact it three times,
it will initiate recovery on the second node (D2) as
shown below -

A couple of thingsto note —

Firstly the green heartbeat line through the icon of
the node D1 has changed to a red flat line — this
indicates that the node is off line, and unreachable.

Secondly, the resources which are being brought
into service on D2 are no longer marked with green
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dots in the hierarchy tree — the new icon indicates

that the resource isin service, but unprotected. . . . .
b As mentioned earlier, the “switch back” behaviour

is configurable, so if necessary D1 could

|£\Ie Edit View Help

SOl IR ¢ X 0 <o Qo @ o[ X0 a}utomatlcally run Apaphe when it came bac;k on
- : line, such a configuration may be necessary if the
Rt A ;§ - i backup node was insufficient to run the service to
® one orMore fesources inkrnown | 41 42 an acceptable level of performance for long periods
b ApacheWebserver ? — 14 Standy 10 of time.
b export/apache T o L@ Sreqemy A
%\-b CCISS_devicels437 P e L[ s 10
L@ CCIss_disk16163 ? een U@ aa. 10
"a ip-192 168.20.4d-www T ewn L@ e 10
4 T

l—-d2: CCISS_disk23073: Updating state u:; Active
T

A few seconds later the following screen shot has
been taken —

File Edit View Help

SO&E E R «B 0 X 0> <o Qo % o X

Resource Hierarchy Tree é ’%‘

pa -
£ One or More Resources Unprotected d1 d2

10

Unknown Active

D Apachewebserver

a exportfapache
#@ CCISS devicel6437
La CCISS_disk 16163

D 1p-192.168.20 4d-www

10

Unknown Active

10

Unknown Active

10

Unknown Active

EIEIEIEIE
ClClC(C|O

Active

e 1] o]

4] »

-

Thisillustrates that fail over has successfully ended,
and that the entire resource hierarchy is unprotected
(as we would expect when one node of a two node
cluster is unavailable).

After the fault with D1 has been resolved, D1 comes
back on line and the following is seen :

| File Edit View Help

gUEE [HIRE B o X 03 <o Qo ®e O[] X0

Resource Hierarchy Tree &. ‘&.

(@ All Resources Active and Protected | P a2

% Apachewebserver

% exportjapache
nl;\-% CCISS_device 16437
L% Coiss_disk 16163

% ip-192.168.20.44-www

4 D KT
<-- d1: IP_SAPCLIENT: Updating state to StandBy
T

StandBy Active 19

Standiy Active 10

StandBy Active 10

StandBy Active 10

ele|e|e|e
CC|0(0Q |0

Standiy activs Q0

As can be seen by theicon for D1, it is now back on
line and running LifeKeeper. D1 is aso now
providing protection for D2 in the event of afailure
on D2.

By default LifeKeeper will not “switch back” the
resources to D1 automatically, instead it is assumed
that an intelligent decision will be made by the
operator — this is useful for instance if D1 is
“bouncing” while under going maintenance.

In order to minimise disruption to end users, it is
normally best to allow an operator to manualy
move the resources back into service on the primary
node when the serviceisless likely to be busy.
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About Open Minds High
Avalilability Solutions Ltd

Open Minds High Availability Solutions Limited
provides support, training and consultancy for High
Availability IT deployments.

Founded in 1990, Open Minds focus is in using
their experience of delivering high availability and
server recovery to serve their customers. Open
Minds solution architects have over 10 years
experience of LifeKeeper and other High
availahility products on various platforms, including
NT, Window 2000, Unix and Linux.

Using a unique network of partners and products,
Open Minds can plan and implement systems
availability on a simple two-node cluster on a LAN,
to a sophisticated multi node, multi-application
disaster-recovery acrossa WAN.

Open Minds works with its customers and partners
to create systems and application availability
scenarios in line with their business objectives.

About SteelEye Technology

St_egl Eye 'I_'echnol ogy Inc.
(http:T/www steefeye.com) is a leading provider of

IT solutions for business continuity and disaster
recovery.

The SteelEye LifeKeeper family of software
products and services offer unique scalability in
terms of integrated solutions for data protection,
high availability clustering, and wide-area disaster
recovery on Windows and Linux.

SteelEye LifeKeeper enables enterprises of all sizes
to ensure continuous uptime of business-critical
systems. With 'out of the box' support for the widest
range of applications, databases, and storage
subsystems running on Intel-based Windows and
Linux servers, SteelEye LifeKeeper ensures

enterprise-grade reliability at a fraction of the cost
and complexity of traditional solutions.

SteelEye LifeKeeper is proven in the world's most
demanding business environments. Today, Global
1000 companies rely on SteelEye LifeKeeper to
keep their systems running and their people
productive

Portions of this document are used under permission
from Steel Eye Technology Inc.

Please send any feedback to info@openminds.co.uk
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